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Foreword to the Second Edition

Jack Davis, CIA Trailblazer

ome fifty years ago, Sherman Kent, legendary Chairman
S of the Board of National Estimates, sent an early advo-
cate of structured analysis to make his case to a new but
well-regarded member of his Estimates staff—Jack Davis.

I listened, with feigned interest, as the advocate spelled
out the virtues of externalizing and evaluating the assump-
tions supporting key judgments of assessments. To put it
directly, I saw no need to change the way I did analysis.

I rather abruptly terminated the meeting by averring,
“There is no piece of paper big enough to hold all the
thoughts influencing my predictions of future developments
in [the countries I work on]” A response that while not
helpful was not unreasonable at a time when computers had
not yet replaced typewriters and my ego had not yet been
tempered by several avoidable misjudgments.

It took some twenty years for me fully to appreciate and
vigorously promote the analytic benefits of structured anal-
ysis, especially the insurance provided against the hazards
of judgments based solely on internalized critical thinking,
unstructured peer debate, and subjective boss review.

Several factors abetted the growing influence within the
Intelligence Community (IC) of what was first called Alter-
native Analysis and is now called Structured Analytic Tech-
niques (SATs).

b A string of highly publicized intelligence failures set
off calls for changes in the conduct of analysis that
gave advocates of structured analysis a foot in the
door.

» A small but influential cadre of intelligence
professionals began teaching and preaching about
the mental, bureaucratic, and political obstacles to
sound analysis spelled out with authority by Robert
Jervis in the foreword to the first and present
editions of Cases in Intelligence Analysis.

b Leading students of analytic methodology, including
prominently the two authors of this book, developed,

tested, and refined through case studies an
impressive array of SATs to address said obstacles.

These personal observations serve as a preface to what
I see as the valuable contributions to the practice of analy-
sis of the second edition of Cases in Intelligence Analysis:
Structured Analytic Techniques in Action. SATs are not
“silver bullets” that automatically improve the assessment
at hand and simultaneously enhance the critical thinking of
the responsible analyst(s). The well-tested procedures fol-
lowed in the book hold promise of achieving both goals.

P The cases range in challenge from reducing
uncertainty on data-rich issues by structured
organization of what is known (e.g., chronologies),
to reducing uncertainty on data-poor issues by
structured assessments of multiple plausible
outcomes (e.g., Scenarios Analysis).

b The case texts start with stating the nature of analytic
challenges, the essence of likely correctives, cost-
benefit expectations from structuring, per se, and
only then the effectiveness of selected SATs.

) Each case has a list of recommended substantive
readings, a reminder to participants that expert
knowledge serves to facilitate effective execution of
structured analysis.

) The focus of learning is on sound analytic process—
for example, changing the lens for viewing the case
issue—rather than on coming up with the correct
answer.

P In the same vein, the book shows the perils of
overconfidence and heavy reliance on existing
paradigms as well as the rewards of doubting and
challenging the conventional wisdom.

For these and other reasons the book serves well poten-
tial and practicing analysts not only in intelligence but in all

XV



xvi Foreword to the Second Edition

fields of endeavor where the charge is, in effect, managing
substantive uncertainty to serve clients charged with deci-
sion making and action taking.

A brief assessment of the book’s potential value for one
such group:

As in the 1960s, veteran analysts assigned to craft the
most important (“can’t fail”) assessments out of respect
for their substantive expertise and critical thinking skills
tend to resist intrusion of formal structuring. Some ana-
lysts see SATs as unnecessary if not also disruptive.
Managers may temper this resistance by raising from

their perch former President Ronald Reagan’s standard
of Trust but Verify. SATs that expert analysts can employ
as self-insurance against unchallenged judgments and
confidence levels include Pre-Mortem Analysis; and
when analysts disagree, Tearm A-B Analysis.

I believe that combining the best of substantive exper-
tise and critical thinking with the best of structured
analysis provides the best protection against avoidable
analytic shortfalls. Cases in Intelligence Analysis provides
the wherewithal for helping IC analysts move toward that
goal.



Preface

here’s an old anecdote about a tourist who stops a New

Yorker on the street and asks, “How do you get to
Carnegie Hall?” The New Yorker replies, “Practice, practice,
practice” The humor in the anecdote highlights an impor-
tant truth: the great musicians who play at Carnegie Hall
have a lot of innate talent, but none of them got there with-
out a lot of practice.

Really great analysts have a lot of innate talent too.
Whether in government, academia, or business, analysts are
usually curious, question-asking puzzle solvers who have
deep expertise in their subject matter. Not surprisingly, they
like to be right, and they frequently are. And yet, the Iraq
WMD Commission Report shows that analysts can be
wrong. Analytic failures often are attributed to a range of
cognitive factors that are an unavoidable part of being
human, such as faulty memory, misperception, and a range
of biases. Sometimes the consequences are unremarkable.
Other times, the consequences are devastating. Structured
analysis gives analysts a variety of techniques they can use
to mitigate these cognitive challenges and potentially avoid
failures, if analysts know when and how best to apply them.
This book is designed to give analysts practice using
structured analytic techniques.

Improving one’s cognitive processes by using the
techniques discussed in this book can be challenging but
also rewarding. The techniques themselves are not that
complicated, but they can push us out of our intuitive and
comfortable—but not always reliable—thought processes.
They make us think differently in order to generate new
ideas, consider alternative outcomes, troubleshoot our own
work, and collaborate more effectively.

This process is like starting a fitness regimen for the
brain. At the beginning, your muscles burn a little. But
over time and with repetition, you become stronger, and
the improvements you see in yourself can be remarkable.
Becoming a better thinker, just like becoming a better
athlete, requires practice. We challenge you to feel
the burn.

AUDIENCE

This book is for anyone who wants to explore new ways of
thinking more deeply and thoroughly. It is primarily
intended to help up-and-coming analysts in colleges and
universities, as well as intelligence professionals, learn
techniques that can make them better analysts throughout
their careers. But this book is just as salient for seasoned
intelligence veterans who are looking for ways to brush up
on skills—or even learn new ones. The cases also are
intended for teams of analysts who want to rehearse and
refine their collaboration skills so that when real-
life situations arise, they are prepared to rise to the
challenge together.

CONTENT AND DESIGN

We chose the case study format because it provides an
opportunity to practice the techniques with real-life
contemporary issues. It is also a proven teaching method in
many disciplines. We chose subject matter that is relatively
recent—usually from within the past decade—and that
comprises a mix of better- and lesser-known issues. In all
cases, we strove to produce compelling and historically
accurate portrayals of events; however, for learning purposes,
we have tailored the content of the cases to focus on key
learning objectives. For example, we end many of the cases
without revealing the full outcome. Several cases, such as
“Who Murdered Jonathan Luna?,” have no known outcome.
But whether or not the outcome is known, we urge students to
judge their performance on the merits of their analytic process.
Like mathematics, just arriving at a numerical value or
“correct” outcome is not enough; we need to show our work.
The value of the cases lies in the process itself and in learning
how to replicate it when real-life analytic challenges arise.
The seventeen cases and analytic exercises in this book
help prepare analysts to deal with the authentic problems and
real-life situations they encounter every day. Taken as a
whole, the seventeen cases walk through a broad array of
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xviii Preface

issues such as how to identify mindsets, mitigate biases,
challenge assumptions, think expansively and creatively,
develop and test multiple hypotheses, create plausible
scenarios, identify indicators of change, validate those indica-
tors, frame a decision-making process, and troubleshoot
analytic judgments—all of which reinforce the main elements
of critical thinking that are so important for successful
analysis. Individually, each chapter employs a consistent
organization that models a robust analytic process by
presenting the key questions in the case, a compelling and
well-illustrated narrative, and carefully chosen recommended
readings. Each also includes question-based analytic
exercises that challenge students to employ structured
analytic techniques and to explicate the value added by
employing structured techniques.

INSTRUCTOR RESOURCES

As instructors ourselves, we understand how important it is
to provide truly turnkey instructor resources. The Instructor
Materials that accompany this book are free to all readers of
this book as a downloadable .pdf, and graphics from both
the case book and the Instructor Materials are available as
free, downloadable .jpeg and PowerPoint slides. We have
classroom-tested each case study and applied what we have
learned to enhance the Instructor Materials and better
anticipate the instructor’s needs. We believe they are just as
useful to working analysts and students seeking to learn
how best to apply the techniques. Just like the cases
themselves, the Instructor Materials employ a consistent
organization across all cases that puts the case and the
analytic challenges in context, offers step-by-step solutions
for each exercise, and provides detailed conclusions and key
takeaways to enhance classroom discussion.
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Introduction

or the past two decades, a quiet movement has been
F gathering momentum to transform the ways in
which intelligence analysis is practiced. Prior to this
movement, analysts generally approached their tradecraft
as a somewhat mysterious exercise that used their expert
judgment and inherent critical thinking skills. Although
some analysts produced solid reports, this traditional
approach was vulnerable to a large number of common
cognitive pitfalls, including unexamined assumptions,
confirmation bias, and deeply ingrained mindsets that
increased the chances of missed calls and mistaken fore-
casts.! Without a means of describing these invisible
mental processes to others, instruction in analysis was
difficult, and objective assessments of what worked and
what did not work were nearly impossible. Moreover, this
traditional approach tended to make analysis an individ-
ual process rather than a group activity; when conclu-
sions were reached through internal processes that were
essentially intuitive, groups of analysts could not
approach problems on a common basis, and consumers of
analysis could not discern how judgments had been
reached. Absent systematic methods for making the ana-
lytic process transparent, problems that required collabo-
ration across substantive disciplines and geographic
regions were particularly prone to failure.

The desire for change has been propelled by a growing
awareness that analytic performance has too often fallen
short. Former Central Intelligence Agency (CIA) Deputy
Directors of Intelligence Robert Gates and Doug MacEachin
did much to spark this awareness within the Intelligence
Community during the 1980s and 1990s, criticizing what
they regarded as “flabby” thinking and insisting that CIA
analysts employ evidence and argumentation in much more

rigorous and systematic ways. To address these problems,

Gates focused on raising the quality of analytic reviews, and
MacEachin established a set of standard corporate practices
for analytic tradecraft, which were disseminated and taught
to CIA analysts.? Subsequent investigations into the failure
to anticipate India’s 1998 nuclear test, the surprise terrorist
attacks of 11 September 2001 in the United States, and the
erroneous judgments about Iraq’s possession of weapons of
mass destruction brought the need for analytic
improvements into broader public view.

But simply realizing that improvements in analysis were
needed was not sufficient to produce effective change. An
understanding of the exact nature of the analytic problems,
as well as a clear sense of how to address them, was
required. Richards J. Heuer Jr.,, a longtime veteran of the
CIA, provided the theoretical underpinnings for a new
approach to analysis in his pioneering work Psychology of
Intelligence Analysis.® In this, Heuer drew upon the work of
leading cognitive psychologists to explain why the human
brain constructs mental models to deal with inherent
uncertainty, tends to perceive information that is consistent
with its beliefs more vividly than it sees contradictory data,
and is often unconscious of key assumptions that underpin
its judgments. Heuer argued that these problems could
best be overcome by increasing the use of tools and
techniques that structure information, challenge
assumptions, and explore alternative interpretations. These
techniques have since come to be known collectively as
structured analytic techniques, or SATs. He developed one
of the earliest techniques, called Analysis of Competing
Hypotheses, to address problems of deception in
intelligence analysis. It now is being used throughout the
community to address a variety of other analytic problems
as well, helping to counter the natural tendency toward
confirmation bias.*
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Since the pioneering efforts of Heuer to understand and
address common cognitive pitfalls and analytic
pathologies, considerable progress has been made in
developing a variety of new SATs and defining the ways
they may be used. In 2011, Heuer joined one of the authors
of this volume, Randolph H. Pherson, in publishing the
most comprehensive work on this subject to date,
Structured Analytic Techniques for Intelligence Analysis.
The book describes how structured analysis compares to
other analytic methods, including expert judgment and
quantitative methods, and provides a taxonomy of eight
families of SATs and detailed descriptions of some fifty-
five techniques. By including an in-depth discussion of
how each technique can be used in collaborative team
projects and a vision for how the techniques can be
successfully integrated into analysis done in the
intelligence, law enforcement, and business communities,
Heuer and Pherson challenged analysts from all disciplines
to harness the techniques to produce more rigorous and
informative analysis.

WHY A BOOK OF CASES?

The books published by Heuer and Pherson have helped
analysts become familiar with the range of available
structured analytic techniques and their purposes, but little
work has been done to provide analysts with practical
exercises for mastering the use of SATs. This book is
designed to fill that gap. As such, it is best regarded as a
companion to both Psychology of Intelligence Analysis and
Structured Analytic Techniques for Intelligence Analysis. The
cases in this book—vivid, contemporary issues coupled
with value-added analytic exercises—are meant to bridge
the worlds of theory and practice and bring analysis to life.
They compel readers to put themselves in the shoes of
analysts grappling with very real and difficult challenges.
Readers will encounter all the complexities, uncertainties,
and ambiguities that attend real-life analytic problems and,
in some cases, the pressures of policy decisions that hang in
the balance.

We have chosen a case study approach for several
reasons. First, the technique has proved an effective
teaching tool in a wide variety of disciplines, fostering
interactive learning and shifting the emphasis from
instructor-centric to student-centric activity while usually
sparking interest in issues previously unfamiliar to
students.® The use of the case study approach also allows

students to tackle problems on either an individual or a
group basis, facilitating insights into the strengths and
weaknesses of various approaches to independent and
collaborative analysis. Although the seventeen cases in this
book are used to illustrate how structured analysis can aid
the analytic process, they also can be used to catalyze
broader discussions about current issues, such as foreign
policy decision making, international relations, law
enforcement, homeland security, and many other topics
covered in the book. It is through these types of practical
exercises and discussions that analysts learn to put problems
in context and develop and execute clear and effective
analytic frameworks.

The cases cover recent events and include a mix of
functional and regional issues from across the world. We
strive to present compelling and historically accurate
portrayals of events—albeit tailored for learning purposes—
to demonstrate how SATs can be applied in the fast-
breaking and gritty world of real-life events and policy
decisions. To discourage students from “gaming” their
analysis, however, we end many of the cases without
revealing the full outcome in the main text, and several—
such as “Who Murdered Jonathan Luna?”—have no known
outcome. But whether or not the outcome is known, the
purpose of the exercises is not simply to arrive at the
“correct” judgment or forecast contained in the Instructor
Materials or to make the analysis mirror the actual outcome.
As with exercises in mathematics, arriving at the proper
numerical value or outcome does not demonstrate mastery;
that can only be demonstrated by showing the math that led
one to the proper outcome. The value of the cases lies in
learning the analytic processes themselves and how to apply
them to real-life problems.

ORDER AND ORGANIZATION

The order of the cases roughly mirrors the hierarchy of
problems that analysts face when assuming responsibility
for a new portfolio or account. Typically, when starting a
new assignment, analysts are asked to become familiar
with past analytic reports and judgments on the topic.
When done well, such a process will uncover preexisting
mindsets and expose unsupported assumptions. The
first cases in the book—“Who Poisoned Karinna
Moskalenko?,” “The Anthrax Killer,” “Cyber HZO,” “Joust-
ing with Cuba over Radio Marti,” “Is Wen Ho Lee a Spy?”,
“The Road to Tarin Kowt,” and “Who Murdered Jonathan



Luna?”—are designed to teach SATs that challenge pre-
vailing mindsets and develop alternative explanations for
events.

As analysts gain more familiarity with the issues for
which they are responsible, they often encounter new
developments for which no line of analysis has been
developed. In such circumstances, analysts require
techniques for developing and testing new hypotheses
and for visualizing the data in creative and thought-
provoking ways. “The Assassination of Benazir Bhutto,”
“Death in the Southwest,” “The Atlanta Olympics
Bombing,” and “The DC Sniper” are designed with these
goals in mind.

Finally, as analysts master their subjects, they are asked
to tackle problem sets that are arguably the most difficult
analytic challenges: understanding the perceptions and
plans of foreign adversaries and forecasting uncertain future
developments shaped by dynamic sets of drivers. In
“Colombia’s FARC Attacks the US Homeland,” “Under-
standing Revolutionary Organization 17 November,” and
“Defending Mumbai from Terrorist Attack,” students put
themselves in the shoes of the adversary and develop a
range of plausible future outcomes, while in “Iranian Med-
dling in Bahrain” and “Shades of Orange in Ukraine” stu-
dents not only develop scenarios but also actively consider a
range of future outcomes and specific indicators that a par-
ticular outcome is emerging. “Violence Erupts in Belgrade”
rounds out the cases by placing students in a direct decision
support role in which they must not only provide assess-
ments about the forces and factors that will drive events but
also develop a decision framework and troubleshoot their
analysis.

Each of our case studies employs a consistent internal
organization that guides the student through an analytic
process. We begin each case study by listing several
overarching Key Questions. These questions are designed
as general reading guides as well as small-group discussion
questions. The questions are followed by the Case
Narrative, which tells the story of the case. This is
followed by a Recommended Readings section. The final
section, Structured Analytic Techniques in Action, presents
focused intelligence questions and exercises to guide the
student through the use of several structured analytic
techniques and toward self-identification of the value
added by SAT-aided analysis. The turnkey Instructor
Materials, which are available to analysts, students, and
instructors via download, put the learning points for the
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cases in context, present detailed explanations of how to
successfully apply the techniques, and provide case
conclusions and additional key takeaways that may be

used in instruction.

TECHNIQUE CHOICE

The techniques are matched to the analytic tasks in each
case. For example, in “Who Poisoned Karinna
Moskalenko?,” there are many unanswered questions that
require the kind of divergent and imaginative thinking that
Starbursting can prompt. In “Violence Erupts in Belgrade,”
Force Field Analysis helps the analyst make a judgment
about the prospect of additional violence—an analytic
judgment that will shape decisions about what to do to
protect the US Embassy. Each case includes at least three
technique-driven exercises, and each exercise begins with a
discussion of how the technique can be used by analysts to
tackle the kind of problem presented in the exercise. Space
constraints preclude the inclusion of all techniques that
might be applicable for each case; we chose those that we
felt were most salient and illustrative. For example, nearly
two-thirds of the cases implicitly or explicitly include a Key
Assumptions Check or Structured Brainstorming, but
these core techniques could easily be applied to all the
cases. Overall, we strove to include a variety of SATs
throughout the book that are representative of each of the
eight families of techniques. To help orient readers, we
have included a secondary, matrixed table of contents that
details the cases and the full complement of techniques
that each utilizes.

HOW CAN THESE CASES BEST
FACILITATE LEARNING?

Whether students are working alone or in small groups, the
cases are most effective when students and instructors view
them as opportunities to test and practice new ways of
thinking that can help them break through the cognitive
biases and mindsets that are at the core of so many analytic
failures. Viewed this way, the techniques are a means by
which analysts can practice robust analytic approaches, not
an end in and of themselves. Our goal was to give analysts a
fun and effective way to hone their cognitive skills. We hope
we have hit the mark, and we welcome feedback on the
cases and the techniques as well as suggestions for their
refinement and further development.
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Structured Analytic Technique Used

Table 1.3 ) Case Snapshot: Who Poisoned Karinna Moskalenko?

Heuer and Pherson Page Number Analytic Family

Premortem Analysis p. 240 Challenge Analysis
Structured Self-Critique p. 245 Challenge Analysis
Starbursting p. 113 Idea Generation

1 Who Poisoned Karinna Moskalenko?

Cases in Intelligence Analysis: Structured Analytic Techniques in Action

Instructor Materials

TECHNIQUE 1: PREMORTEM ANALYSIS AND
STRUCTURED SELF-CRITIQUE

his case has been written to approximate the

information environment that analysts confronted in
thinking about this case as it unfolded in 2008. To produce
sound analysis, students must consciously go beyond the
mental framework established by the media coverage and
known history that surrounded the case. The exercise is
aimed at pushing the student to challenge the existing
mindset that prevailed at the time and to question the
information presented in the media coverage.

The Karinna Moskalenko case study details the challenges
posed by quickly moving events punctuated by anomalous
evidence, ingrained mindsets, misleading reports, and sub-
consciously held biases. As students begin their analysis of
this case, the court of public opinion has already spoken;
Western press coverage has pointed its finger at Moscow even
as it has raised and then dismissed out of hand the possibility
that it could “perhaps . . . [be] an unfortunate accident

Task 1.

Conduct a Premortem Analysis and Structured Self-Critique?
of the reigning view in the case study that “Karinna
Moskalenko is the latest victim in a series of alleged Russian

attacks on Kremlin critics.”

Imagine that a period of time has passed since you
published your analysis that contains the reigning view just
stated. You suddenly learn from an unimpeachable source
that the judgment was wrong. Then imagine what could
have caused the analysis to be wrong.

The first two steps in the Premortem Analysis are right-
brain-led, creative brainstorming. This process asks ana-
lysts to imagine a future in which they have been proved
wrong and work backward to try to identify the possible
causes. In essence, they are identifying the weak links in
their analysis in order to avoid these potential pitfalls prior
to publishing the analysis. Most analysts are more left
brained than right brained, which often makes imagination
techniques like brainstorming challenging. However, when
coupled with the systematic, left-brained checklist that
comprises the second half of the Premortem Analysis,
brainstorming can be the first step toward identifying
sometimes fatal analytic flaws. It is important to encourage
students to be as creative as possible when brainstorming,
keeping all ideas in play.

In this case, a brainstorming session might prompt stu-
dents to consider the following:

P New evidence comes to light that suggests
someone other than the Russians is behind the
poisoning (e.g., her husband, her children, an
acquaintance, a colleague at work, or a case of
mistaken identity).

b The toxicology reports were faked. She isn't ill.

p The mercury was accidentally placed in the vehicle
(e.g., by her kids, the former owner of the vehicle, or
someone else).

Use a brainstorming technique to identify alterna-
tive hypotheses for how the poisoning could have occurred.
Keep track of these hypotheses.
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In this case, students might identify a number of alternative
perpetrators of the crime. They could include the following:

) Karinna Moskalenko’s husband.

> Moskalenko herself, who staged the poisoning with
or without the assistance of her husband to put the
Russian government on the defensive.

b A jealous work colleague.
P An acquaintance not connected to her legal work.
» Someone connected to a previous or pending case.

) An accident or fluke.

The alternatives should not include scenarios that con-
tradict known facts in the case. Instructors may advise stu-
dents that facts such as the presence of mercury in the car
and that Moskalenko and her family are truly suffering from
symptoms of mercury poisoning may be accepted as accu-
rate for the purposes of the case study. As a result, any alter-
native hypothesis that the Moskalenko family poisoning is a
hoax or that the mercury is not present would be discarded.

Identify key assumptions underlying the consen-
sus view. Could any of these be unsubstantiated? Do some
assumptions need caveats? If some are not valid, how much
could this affect the analysis?

The most important aspect of this step is the conversa-
tion it produces about the effect of assumption on the ana-
lysts’ confidence level in the mainline judgment itself.

In this case, when assumptions are explicated in this
manner, it becomes apparent that the key assumptions are
unsupported by evidence. This lack of evidence suggests
that analysts should be prepared to track down additional
information, consider alternative explanations, and poten-
tially add a caveat to or revise the mainline judgment.

Some key assumptions and notional assessments are
listed in Table 1.4.

Review the critical evidence that provides the
foundation for the argument. Is the analysis based on any
critical item of information? On a particular stream of
reporting? If any of this evidence or the source of the
reporting turned out to be incorrect, how much would this
affect the analysis?

The Moskalenko case is short on hard evidence. Students
should note this dearth, as well as the fact that the direct
evidence in this case is based on two main sources: French
police and Karinna Moskalenko’s comments to the press.

Table 1.4 p Key Assumptions in the Karinna

Moskalenko Case

Key Assumption Assessment

Moskalenko was a target of the  Unsupported. There is no
Russians because of her work as  evidence that the Russians
a human rights lawyer. targeted her.

The Russians are the
perpetrators because they have
intentionally poisoned their
enemies in the past.

Unsupported. This is a non
sequitur. There is no evidence
of Russian involvement.

This was intentional poisoning. Unsupported. There is no
evidence of intent; there are

other possible explanations.

Other “evidence” is really historical information, specula-
tion on the part of Moskalenko’ friends and colleagues, and
conclusions based on inference.

Is there any contradictory or anomalous informa-
tion? Was any information overlooked that is inconsistent
with the lead hypothesis?

The key pieces of “hard evidence” in the case are the mer-
cury found in Moskalenko’s car and the press reports con-
firming that she suffered from mercury poisoning. Even
these hard facts, however, are anomalous when examined
more closely. Other information, such as the discrepancy
between press headlines and actual substance of their reports,
is contradictory. A notional analysis is presented in Table 1.5.

Table 1.5 P Evidence Assessment in the Karinna
Moskalenko Case

Assessment

Evidence |

Mercury found ~ Anomalous. Why use mercury when in the past

in car the Russians have allegedly used highly effec-
tive techniques? Mercury used in this manner is
not effective. It requires specific conditions over
time to poison someone.

Moskalenko's
illness

Anomalous. Causing illness is an ineffective
scare tactic if being used by the Russians to
thwart her participation in the trial. To wit,

she must get sick and know how and why at
precisely the right time in order to prevent her
travel. She fell ill Tuesday and went to the police
two days after her husband found the mercury.

Headline
versus facts

Contradictory. The press headlines read poison
“fell” Moskalenko, but the French Police are
cited as “cautious about the poison claim.”




Is there a potential for deception? Does anyone
have motive, opportunity, and means to deceive you?

In this case there is no evidence that the Russians were
intentionally trying to deceive. Moskalenko's statements to
the press—and various press analyses—that the Russians are
the perpetrators of the poisoning, however, could easily
mislead an analyst. Although technically no deception was
present because no one deliberately tried to promote a false-
hood, it is useful to explore the deception question because
it can prompt a discussion of whether one should take at
face value what is being reported in the press and what
Moskalenko is saying publicly. In this case, the judgment
that the perpetrators were most likely Russian—fueled by
Moskalenko herself—is a key and unsupported assumption.
Assumptions masquerading as facts can reinforce preexist-
ing mindsets and bias the analysis of other information rel-
evant to a case. Both Moskalenko and journalists may have
had motives for their allegations of Russian involvement;
their motives, however, are not relevant to the question of
whether there is independent evidence to substantiate the
claims.

Is there an absence of evidence, and does it influ-
ence the key judgment? (See Table 1.6)

Have you considered the presence of common
analytic pitfalls such as analytic mindsets, confirmation

Table 1.6 P Absence of Evidence Assessment in the

Karinna Moskalenko Case

Absence of Evidence Assessment

No physical evidence There could be another

linking the crime to the perpetrator or possible hypothesis

Russians (e.g., someone other than the
Russians, accidental poisoning,
self-inflicted poisoning, someone
she knows who is unconnected to
this case or her work).

The dearth of information should
alert us to the need for more
information and at the very least
affect our confidence level in

our assessment pending addi-
tional, corroborative information.
We should prepare collection
requirements and indicate the
presence of these gaps in our
analysis.

No other sources of
information other than
Moskalenko's statements,
the mercury found in the
car, and the laboratory
reports confirming that she
has mercury poisoning
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bias, “satisficing,” premature closure, anchoring, and his-
torical analogy? (See Table 1.7)

Based on the answers to the themes of inquiry
outlined, list the potential deficiencies in the argument in
order of potential impact on the analysis.

Analysts should recognize that there are potential defi-
ciencies in most elements of the Premortem Analysis of this
case, including the following:

) Unsupported assumptions.
) Absence of evidence.
b Contradictory information.

b Presence of analytic pitfalls.

As a result of analysis, would

you retain, add a caveat to, or dismiss the mainline judg-
ment, and why? Students should seek to dismiss the main-
line judgment that the Russians poisoned Moskalenko
because of the unsupported statements by the press and
Moskalenko herself, and the likelihood that analytic pit-
falls biased the judgment. They should cite the gaps in
their information base as well as the potential for other,

Table 1.7 p Common Analytic Pitfalls

Analytic mindset A fixed view or attitude that ignores
new data inconsistent with that view or
attitude.

Anchoring The tendency to rely too heavily on one
trait or piece of information when making

decisions.

Confirmation bias  The tendency to favor information
that confirms one’s preconceptions or
hypotheses, independently of whether they

are true.

Historical analogy ~ Using past events as a model to explain

current events or to predict future trends.
Mirror imaging Assuming that the subject of the analysis
would act in the same way as the analyst.

Premature closure ~ Coming to a conclusion too quickly based

on initial and incomplete information.
Satisficing Generating a quick response that satisfies all
stakeholders associated with the issue.
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plausible alternative hypotheses. More information is
needed about family dynamics, any history of marital
strains, how the mercury was distributed in the car, and
any potential adversaries of Moskalenko other than the
Russian government.

Task 2.

Rewrite the lead judgment of the case so that it reflects any
changes you would incorporate as a result of the Premortem
Analysis.

Important elements that students should use to revise
the judgment include these:

» While Moscow has a long history of targeting
its opponents, the involvement of the Russian
government in this case is unclear at this time.

P We lack direct evidence that would link the Russian
government to the poisoning or that proves this was
an intentional poisoning.

b If this is an intentional poisoning, there are a range of
possible suspects, including the Russian government,
professional associates, or even family members.

P Finally, hypotheses attributing the poisoning to an
accident cannot be ruled out.

TECHNIQUE 2: STARBURSTING

Using Starbursting to brainstorm a robust list of questions
about a topic can help analysts explore the same question
from many different angles. It is particularly useful in this
case because there preexists a firm mindset and a fairly
uncontested assessment of the cause and perpetrator of the
alleged poisoning.

In addition, the process of drawing a Starburst diagram
forces analysts to array the questions graphically around the
star rather than simply list the questions. Doing so presents
the analysts with a blank canvas to fill with as many ques-
tions as possible. As a result, it stimulates discussion about
each point of the star and makes it more difficult for ana-
lysts to dismiss or overlook one or more angles.

Task 3.

Starburst the case “Who Poisoned Karinna Moskalenko?”

Use the template in Figure 1.3 or draw a six-
pointed star and write one of the following words at each
point of the star: Who? What? How? When? Where? Why?

Figure 1.3 b Starbursting the Karinna Moskalenko Case

Start the brainstorming session, using one of the
words at a time to generate questions about the topic. Do
not try to answer the questions as they are identified; just
focus on generating as many questions as possible.

Students should be able to develop at least two to four
questions per “point” in the star, as reflected in the notional
Figure 1.4.

After generating questions that start with each
of the six words, the group should either prioritize the
questions to be answered or sort the questions into logical
categories.

Depending on the specific questions they develop, stu-
dents may choose to categorize the questions on the basis
of a known factor, such as supporting evidence. For
instance, they could form three groups of questions: one
group for questions that have evidence to support the
answer, another for which there is only indirect evidence or
assumptions, and another for which there is no supporting
evidence at all. Alternatively, students could prioritize the
questions on the basis of “known unknowns,” or gaps they
seek to fill.

VSN BB RN RGN D)5 As a result of your analysis,

which questions or categories deserve further investigation?



Who Poisoned Karinna Moskalenko? 9

Figure 1.4 p Starbursting the Karinna Moskalenko Case

* Why was Moskalenko a target?

* Why was there a lapse between the
discovery and the onset of symptoms?

* Why would the Russians employ an
indirect method to poison her?

* Where was the mercury found?
* Where could it have come from?

* Who poisoned Moskalenko?
* Who else besides the Russians?

* When was it found?

* When could it have been put there?

* What was the substance?

* What was the location?

* In what form was it?

* What is the toxicity of this amount?

* How did the family find the substance?
* How did they know it was mercury?

Analysts could focus their assessment on those questions
for which there is the least information or for which there
are alternative explanations. In this case, these might
include the following:

P Who else besides the Russians could be interested in
poisoning Moskalenko?

> Where else could the mercury have come from?
» When could the mercury have been placed in the car?

P Why was there a lapse between the discovery of the
mercury and the onset of symptoms?

This process raises the overall issue that there is no direct
evidence to answer the Starburst questions for many of the
key points on the star, including Who? Where? When? and
Why? This should cause analysts to reassess their confi-
dence in the overall assessment that the Russians poisoned
Moskalenko with mercury because of her work as a human

rights lawyer.

CONCLUSION

On 22 October 2008, only eight days after the case broke in
the news media and ten days after Moskalenko and her

husband discovered mercury in their car, media outlets
reported that Karinna Moskalenko’s poisoning was
accidental.’* The New York Times reported that “French
investigators have concluded that the mercury found in the
car of a prominent Russian human rights lawyer had been
accidentally spilled from a thermometer that had been
broken in the car before the lawyer bought the vehicle™
The assistant prosecutor in the case said that the amount of
mercury in the car was not toxic and that the amount of
mercury in Moskalenko’s blood was “insignificant.”> He

added that mercury must be ingested or injected to be toxic.

KEY TAKEAWAYS

P Avoid a rush to judgment, even if what is happening
seems obvious. Slow down the momentum in a crisis
situation by always asking why a judgment could be
incorrect.

) Ensure that the line of analysis is underpinned by
a strong evidentiary base. Track down key gaps to
avoid potentially catastrophic analytic vulnerabilities.

P Always be alert to the analytic trap of “satisficing,”
especially when under pressure to confirm a popular
viewpoint or generate an analysis rapidly.
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Table 2.1 P Case Snapshot: The Anthrax Killer

Structured Analytic Technique Used Heuer and Pherson Page Number Analytic Family

Chronologies and Timelines p. 56 Decomposition and Visualization
Premortem Analysis p. 240 Challenge Analysis
Structured Self-Critique p. 245 Challenge Analysis

2 The Anthrax Killer

Cases in Intelligence Analysis: Structured Analytic Techniques in Action

Instructor Materials

n the following exercises, students put themselves in the
I shoes of an FBI analyst who must unravel how events in
the anthrax case unfolded, present the information to a
senior policy maker in a succinct and effective format, and
troubleshoot the judgment that Steven Hatfill is most likely
the anthrax killer prior to the announcement that he is the
FBI’s person of interest.

Analysts are often called upon to support government task
force investigations in which the fast pace of events, scrutiny
by high-level officials, and sheer quantity of information can
be overwhelming. In the face of this kind of challenge,
Chronologies frame the problem and bring order to the
jumble of data points, helping analysts identify assumptions
and gaps that form the case. Combined with Timelines, this
ordering puts key facts and events in context so that individual
analysts can easily track large amounts of data and
multiperson task forces can maintain a common
understanding of developments, day or night. Timelines and
Chronologies can also be the basis for tailored products or
graphics such as Maps that can be used to bring senior
officials up to speed efficiently and effectively. The Premortem
Analysis and Structured Self-Critique help analysts avoid a
rush to judgment and illuminate important areas for further
consideration by challenging assumptions, identifying biases,
and closely examining the evidentiary base.

TECHNIQUES 1, 2, & 3: CHRONOLOGY,
TIMELINE, AND MAP

Chronologies are a simple but useful tool that helps order
events sequentially; display the information graphically;
and identify possible gaps, anomalies, and correlations. The

technique pulls the analyst out of the evidentiary weeds to
view a data set from a more strategic vantage point. A
Chronology places events or actions in the order in which
they occurred. A Timeline is a visual depiction of those
events, showing both the time of events and the time
between events. Chronologies can be paired with Timeline
and mapping software to create geospatial products that
display multiple layers of information such as time, location,
and multiple parallel events. The geographic scope and
many details of this case make a Chronology, Timeline, and
Map particularly useful in understanding how the case
unfolded both temporally and spatially.

In the case narrative, students pick up the case on
15 October, well after the anthrax letters are sent. By
creating the Chronology, the analyst develops a deeper
understanding of each relevant event or piece of data. The
Timeline, in turn, illustrates different temporal aspects of
the case. In the following exercise, the key is to correlate
the timing of the onset of illness with the letters themselves.
By using the Timeline, it becomes apparent that the timing
of the onset of illness overlapped significantly in New
York, New Jersey, and Florida, which corresponded with
the first mailing, while a separate grouping of New Jersey
and Washington, D.C., cases emerges around the time of
the second mailing. Also, the cutaneous cases emerged
more rapidly after known exposure than the inhalation
cases, which is consistent with the clinical descriptions
provided by the Centers for Disease Control. The use of
these techniques also highlights the importance
of arranging the data by date of information, not the date of
acquisition or the date of reporting. For example, the
anthrax cases are tracked by date of illness onset or by date

11
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that treatment was sought, not by the date the case was
reported in the press. In fact, the FBI used a similar
chronology to illustrate this point in the official
Amerithrax Investigative Summary, noting, “the evidence
supports the conclusions that the mail attacks occurred on
two separate occasions.”!

Task 1.
Create a Chronology of the anthrax attacks and

investigation.

Identify the relevant information from the case
narrative with the date and order in which it occurred.

Review the Chronology by asking the following
questions:

P What does the timing of the appearance of symptoms
tell me about when the letters were mailed?

) Could there be any other letters than the four in the
government’s possession?

) What additional information should we seek?

b Are there any anomalies in the timing of events?

Task 2.

Create a Timeline of the victims of the attacks based on
geographic location.

Identify the relevant information about the victims
from the Chronology with the date and order in which the
events occurred. Consider how best to array the data along
the Timeline. Can any of the information be categorized?

Table 2.3 p Chronology of the Anthrax Attacks

1 October 2001
1 October 2001
1 October 2001
1 October 2001
2 October 2001

5 October 2001 Robert Stevens dies of inhalation anthrax.

8 October 2001
where Blanco and Stevens worked.
9 October 2001
machine, sending dust particles into the air.
14 October 2001
15 October 2001
15 October 2001

15 October 2001
16 October 2001
16 October 2001

18 September 2001 Hamilton Township postal worker Richard Morgano scratches his arm while fixing a jammed machine.

19 September 2001 Robert Stevens handles a letter with “white talc.”

21 September 2001 New York Post employee Johanna Huden notices a bump on her finger that later turns out to be cutaneous anthrax.
25 September 2001 Erin O’Connor handles a threatening letter addressed to NBC correspondent Tom Brokaw.

26 September 2001 Hamilton Township postal worker Richard Morgano presents with cutaneous anthrax.

28 September 2001 Casey Chamberlain, an assistant to Tom Brokaw, develops cutaneous anthrax.

28 September 2001  Hamilton Township postal worker Teresa Heller develops cutaneous anthrax.

29 September 2001 Seven-month-old child of ABC employee develops cutaneous anthrax.

Ernesto Blanco falls ill in Boca Raton, FL and is diagnosed with inhalation anthrax.
Erin O'Connor develops cutaneous anthrax and seeks medical attention.
Seven-month-old admitted to hospital for cutaneous anthrax.

Assistant to CBS News Anchor Dan Rather, Claire Fletcher develops cutaneous anthrax.

Robert Stevens is hospitalized in Boca Raton, FL.

The FBI begins a criminal investigation into the anthrax cases. Forty agents search the American Media, Inc. building

At Hamilton Township mail center, a machine jams and a colleague of Norma Wallace shoots compressed air into the

Hamilton Township postal worker Patrick O'Donnell develops symptoms of acute cutaneous anthrax.
Bret Wincup and Grant Leslie open a letter addressed to Senator Daschle and white powder pours out.
The white powder in the Daschle letter is identified as purified anthrax.

Hamilton Township postal worker Jyotsna Patel develops inhalation anthrax.

Washington, DC Brentwood postal worker Leroy Richmond develops inhalation anthrax.

An anonymous Washington, DC Brentwood postal worker called “George Fairfax” in the press develops inhalation anthrax.
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Table 2.3 p (Continued)

16 October 2001
16 October 2001
17 October 2001
17 October 2001
18 October 2001

19 October 2001
19 October 2001
21 October 2001
21 October 2001
22 October 2001
22 October 2001
23 October 2001

23 October 2001
25 October 2001
31 October 2001
9 November 2001

14 November 2001
15 November 2001
21 November 2001

June 2002

June 2002

25 June 2002
July 2002
August 2002

1 August 2002
6 August 2002
11 August 2002

Washington, DC Brentwood postal worker Thomas Morris, Jr. develops inhalation anthrax.
Washington, DC Brentwood postal worker Joseph Curseen develops inhalation anthrax.
Ernesto Blanco is released from the hospital.

Hamilton Township postal center accountant Linda Burch develops cutaneous anthrax.

The Centers for Disease Control confirms that the strains of anthrax in the Daschle and Brokaw letters match, as do the
handwriting in the letters. Also in October, Northern Arizona University microbiologist Dr. Paul Keim pinpoints the strain as
Ames, a strain developed in US government labs. The CDC confirms the find.

Hamilton Township postal worker Norma Wallace is diagnosed with inhalation anthrax.
An unnamed New York Post mailroom worker develops cutaneous anthrax.

Hamilton Township postal worker Patrick O'Donnell is released from the hospital.
Washington, DC Brentwood postal worker Thomas Morris, Jr. dies from inhalation anthrax.
Washington, DC Brentwood postal worker Joseph Curseen dies of inhalation anthrax.
State Department Mail Center Employee David Hose develops inhalation anthrax.

New York Post employee Mark Cunningham develops cutaneous anthrax after going through old mail postmarked in
September.

Hamilton Township postal worker Jyotsna Patel is released from the hospital.

Manhattan Eye, Ear and Throat Hospital stockroom attendant Kathy Nguyen develops inhalation anthrax.

Manhattan Eye, Ear and Throat Hospital stockroom attendant Kathy Nguyen dies of inhalation anthrax.

FBI Press Briefing provides linguistic and behavior assessment of a potential anthrax killer and asks for the public's help.
Ottilie Lundren, a 94-year-old CT woman, develops inhalation anthrax.

Investigators find an anthrax-laced letter to Senator Leahy in a bag of quarantined mail that was postmarked 9 October.
Ottilie Lundren dies of inhalation anthrax.

FBI releases information that radiocarbon dating indicates the spores used in the attacks were made within the last two years.
FBI drains pond near Ft. Detrick in search of anthrax evidence.

Investigators search Hatfill's apartment.

FBI profile of the anthrax killer leaks to the press.

Investigators pinpoint a mailbox in Princeton, NJ from which the anthrax letters were sent.

Investigators search Hatfill's apartment and trash bins.

Attorney General John Ashcroft names Hatfill a “person of interest.”

Investigators search Hatfill's apartment again.

Review the timeline by asking the following
questions:

» Do any of the events appear to occur too rapidly or
too slowly to have reasonably occurred in the order
or timing suggested by the data (e.g., the letters and
their postmarks)?

b Are there any underlying assumptions about the
evidence that merit attention?

b Does the case study contain any anomalous data or
information that could be viewed as an outlier? What
should be done about it?

Task 3.

Create an annotated Map of the letters and twenty-two
anthrax cases based on your Chronology. Visually display
the information on a Map so that it could be used as a
graphic for a briefing with a high-level official.
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Figure 2.1 » Example of a Victim Timeline in the Anthrax Case
Johanna Casey Chamberlain; 7 Month old; cutaneous anthrax.
e s Huden; HLEIEEL S AR Erin O’Connor; cutaneous anthrax.
cutaneous anthrax. Claire Fletcher; cutaneous anthrax.
18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12
September October
New Jersey Richard Morgano; cutaneous anthrax.
Teresa Heller; cutaneous anthrax.
18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12
September October
Florida Ernesto Blanco; inhalation anthrax
Robert Stevens; inhalation anthrax.
Robert Stevens dies.
18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12
September October
Washington
18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12
September October
Connecticut
18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12
September October
Anthrax cases are listed by the victim's name, anthrax type, and illness onset date. Deaths are listed separately.

Students may elect to use another scheme to represent
the locations and timing of the attacks. Their performance
should be judged on the accuracy and effectiveness of their
chosen approach, not the degree to which they reproduce
the map used in this example.

Use publicly available software of your choosing to
create a Map of the area.

Opverlay the route (location, case type, prognosis).

Annotate the Map with appropriate times and
locations presented in the case.

VAN @ (NN R0 Bl What do the locations and
sequence of events tell you? What additional information

should you seek? Do you agree with investigators’ findings
that the four letters to date and a fifth unknown letter are
most likely responsible for the anthrax cases to date? The
cases in New York, New Jersey, and Florida overlapped sig-
nificantly both in exposure and onset of illness, while the
Washington, D.C., cases emerged some weeks later. This
supports the understanding that the attacks took place in
two tranches, with letters postmarked 18 September and 9
October.

Seek additional information on the Florida case. Were
there any eyewitnesses? Does Blanco remember the
envelope? How did the letters travel from New Jersey to
their final destinations? Do those modes of transport reveal
any clues about additional letters?

Is there any significance to the timing of the letters,
either the postmark or the day of the week? Both 18
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Anonymous New York Post|Marc Cunningham;
employee; cutaneous anthrax.|cutaneous anthrax.

13 14 15 16 17 18 19 20 21

Patrick O’Donnell; cutaneous anthrax.
Jyotsna Patel; inhalation anthrax.
Linda Burch; cutaneous anthrax.

| Norma Wallace; inhalation anthrax.

13 14 15 16 17 18 19 20 21

13 14 15 16 17 18 19 20 21

Leroy Richmond; inhalation anthrax. “George Fairfax;” inhalation anthrax. Thomas Morris, Jr.; inhalation anthrax. Joseph

Curseen, inhalation anthrax.
Thomas Morris, Jr. dies.

| Joseph Curseen dies. David Hose; inhalation anthrax.

13 14 15 16 17 18 19 20 21

13 14 15 16 17 18 19 20 21

Kathy Nguyen;
inhalation anthrax.

22 23 24 25 26 27 28 29 30 3t

22 23 24 25 26 27 28 29 30 3t

22 23 24 25 26 27 28 29 30 31

22 23 24 25 26 27 28 29 30 31

Ottilie Lundgren; inhalation anthrax.

22 23 24 25 26 27 28 29 30 31

Kathy Nguyen dies.

1 -/ 14 /) 21
November

1-/ 14 /1 2

November

1-/ 14 /1 21

November

1-/ 14 /1 21

November

Ottilie Lundgren
dies.

1-/ 14 /I 21

November

September and 9 October are Tuesdays. The letter could
have been dropped into the mailbox anytime between the
last pickup on Monday and Tuesday. Where is the
postbox located? What are the surrounding businesses or
homes? Are there any cameras in the area?

What about the two outlier cases: Kathy Nguyen in New
York and Ottilie Lungren in Connecticut? What explanations
are there for these cases? Did any mail destined for these two
victims travel via the Hamilton Township mail center in
Trenton, New Jersey? There are potentially knowable answers
to these questions. Given the uncertainties surrounding the
case, it is essential to track down information that would help
answer these questions. Investigators never found the source
of exposure in the Nguyen case, and they later announced
that the Lundgren case was most likely a result of secondary
contamination of her mail.

TECHNIQUE 4: PREMORTEM ANALYSIS
AND STRUCTURED SELF-CRITIQUE

The goal of these techniques is to challenge—actively and
explicitly—an established mental model or analytic consensus
in order to broaden the range of possible explanations or
estimates that are seriously considered. This process helps
reduce the risk of analytic failure by identifying and analyzing
the features of a potential failure before it occurs.?

Task 1.

Conduct a Premortem Analysis Assessment and Structured
Self-Critique of the reigning view that Steven Hatfill is the
anthrax killer.

Imagine that a period of time has passed since you
published your analysis that contains the reigning view. You
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Map 2.1 » Example of a Map Graphic Depicting the Spatial and Temporal Aspects of the Attacks

Derby, CT
14 November; 21 November

New York, NY

21 September

28 September

29 September

1 October

1 October

19 October

23 October

25 October; 31 October

Hamilton Township, NJ
26 September
28 September
14 October
15 October
Legend 17 October

i o - 19 October
fiq Non-italics = cutaneous case
: harieston

Italics = inhalation case Washington, DC

Bold Italics = fatal inhalation case 16 October

One date = symptom onset/ 16 October
i treatment sought. : 16 October; 21 October
1] Two dates= onset and death. 16 October; 22 October
riEETE ] Y 22 October

Boca Raton, FL
1 October
2 October; 5 October

suddenly learn from an unimpeachable source that the b Also, a lack of evidence directly linking Hatfill to the
judgment above was wrong. Then imagine what could have crime could undermine the case.

caused the analysis to be wrong.
Use a brainstorming technique to identify

P One possibility is a problem with the physical alternative hypotheses for how the poisoning could have
evidence in the case. The main physical evidence occurred. Keep track of these hypotheses.
is the anthrax itself, so any problem with the chain
of custody or analysis of the spores could cause a ) The FBI has taken a painstaking approach to

spectacular failure. develop a full profile of the killer that stipulates the




Pitfall

Analytic mindset

Mirror imaging

Table 2.2 p Common Analytic Pitfalls

Definition

A fixed view or attitude that ignores new
data inconsistent with that view or attitude

Anchoring The tendency to rely too heavily on one
trait or piece of information when making
decisions
Confirmation The tendency to favor information that
bias confirms one'’s preconceptions or hypotheses,
independently of whether they are true
Historical Using past events as a model to explain
analogy current events or to predict future trends

Assuming that the subject of the analysis
would act in the same way as the analyst

Premature Coming to a conclusion too quickly based
closure on initial and incomplete information
Satisficing Generating a quick response that satisfies
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b The critical pieces of evidence against Hatfill include:

Biology student/currently a virologist

Spent time in Africa during anthrax outbreaks

Worked at USAMRIID from 1997 to 1999

Had “virtually unrestricted access” to USAMRIID

facilities

o Possessed specialized knowledge about how to
weaponize bubonic plague

o Knew how to disseminate anthrax via mail

o Oversaw construction of a model Iraq mobile
bioweapons lab

o Helped prepare a brochure in 1999 on how to
handle anthrax attacks

o Went to medical school in Zimbabwe near a suburb
called Glendale, the same name that was on two of
the envelopes

o Was taking Cipro in September

O O O O

) Taken together, these form a circumstantial case that

raises suspicion about Hatfill.

all stakeholders associated with the issue

key criteria required for the killer to produce the
anthrax, such as access and scientific expertise. As

a result, they have been able to narrow the list of
potential persons of interest to less than fifty, and by
working to rule out potential suspects. As a result,
other possible hypotheses could be that another
scientist at the US Army Medical Research Institute
of Infectious Diseases (USAMRIID) could be the
killer. Also, someone outside the lab could have
gained access to the Ames strain through the normal
course of scientific inquiry and collaboration. Do
any other facilities in the United States have Ames
strain anthrax? Does USAMRIID conduct scientific
exchanges with foreign countries? These hypotheses
point to gaps such as chain of control and security
procedures that investigators should fill in order to
rule out these other possible explanations.

Identify key assumptions underlying the consensus
view. Could any of these be unsubstantiated? Do some
assumptions need caveats? If some are not valid, how much
could this affect the analysis?

Review the critical evidence that provides the
foundation for the argument. Is the analysis based on any
critical item of information? On a particular stream of
reporting? If any of this evidence or the source of the
reporting turned out to be incorrect, how would this affect
the analysis?

Is there any contradictory or anomalous
information? Was any information overlooked that is
inconsistent with the lead hypothesis?

) Hatfill is a virologist—an expert in viruses such
as Ebola, HIV, hemorrhagic fever, etc.—not a
microbiologist who has expertise in bacteria. There
is no evidence that he has the requisite skills to
produce highly purified anthrax spores of this
strain.

) The FBI profile describes the suspect as an
introverted “person who prefers being by himself
more often than not,” but Hatfill is an extroverted ex—
military member who has lived and worked overseas
in Africa for most of his life.

Is there a potential for deception? Does anyone
have motive, opportunity, and means to deceive you?

P Any of the scientists under scrutiny have motive,
opportunity, and means to deceive investigators who
are not scientific experts themselves. If a scientist
other than Hatfill at USAMRIID or elsewhere were
the true killer, that person would certainly seek to
minimize his or her own profile, perhaps even by
assisting investigators or falsely identifying Hatfill as
the main suspect.

Spushd oAl Is there an absence of evidence, and does it
influence the key judgment?

b There is no physical evidence that we know of linking
Hatfill to the anthrax. There is physical evidence
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linking the anthrax to USAMRIID. This lack of
evidence should challenge the level of certainty
that Hatfill should be named as a person of interest
until the circumstantial evidence can be thoroughly
reviewed.

) Neither is there evidence, either direct or indirect,
linking Hatfill to NBC or Tom Brokaw, the New York
Post, or Senators Daschle and Leahy.

Have you considered the presence of common
analytic pitfalls such as analytic mindsets, confirmation
bias, “satisficing,” premature closure, anchoring, and
historical analogy?

b Confirmation bias. The case against Hatfill could
represent confirmation bias. No physical evidence
links Hatfill to the crime, yet he is publicly named
a person of interest. The evidence against him is
entirely circumstantial and deserves greater scrutiny.
The presence of several pieces of circumstantial
evidence that the government found once it focused
on him as a suspect may have had the unintended
consequence of raising the government’s confidence
in Hatfill’s guilt. As a result, each piece of evidence
deserves greater scrutiny to ensure that the decision
to name Hatfill as a person of interest is not a
result of confirmation bias. For example, are there
alternative explanations for why Hatfill was taking
Cipro in 20017

b Satisficing/Premature Closure. The government
interviewed Hatfill and searched his home on
25 June. No charges were brought against him
at that time. As pressure mounted to identify
the perpetrator, however, the government again
searched his home on 1 August. Pressure—whether
explicit or implicit—may have caused investigators
to come to the first, most plausible explanation
(satisficing) without fully investigating the other
possible suspects or tracking down questions about
circumstantial or anomalous evidence (premature
closure). In law enforcement spheres, this is called
detective myopia.

Based on the answers to the themes of inquiry just
outlined, list the potential deficiencies in the argument in
order of potential impact on the analysis.

» The lack of physical evidence linking Hatfill to the
crime raises uncertainty about his guilt, even in the
face of other circumstantial evidence.

) Each of the points above can be used to develop a
prioritized collection strategy to obtain information
that would help corroborate or refute the questions
raised by the Premortem Analysis and Structured
Self-Critique.

SN '@ (Y50 :5.80) 03 Bl As a result of your analysis,

what are the strengths and weakness of the case against
Hatfill? What additional information should you seek
out? Do any assumptions underpin the case? Do they
change or reinforce your level of certainty? The case
against Steven Hatfill is based on several pieces of
circumstantial evidence that, taken together, could indicate
he is the anthrax killer. They could also simply form a
house of cards that will collapse upon further scrutiny. For
example, the evidence that he was taking Cipro in
September could indicate that he was using the drug as a
prophylactic measure for anthrax exposure, but he could
also have been taking it for a common infection. A
potentially key deficiency in the case against Hatfill
surrounds his access to the Ames strain anthrax stored at
USAMRIID. Until this assumption is substantiated, it
raises uncertainty about Hatfill’s access to the material and
any role he could have played in the attacks. Also, it is
unclear what Hatfill's motive could have been; and, if he
was trained as a virologist, he may have lacked the
expertise to produce highly purified and dried anthrax
spores.

CONCLUSION

On 8 August 2008, the government officially excluded
Steven J. Hatfill as a suspect. The announcement came
two weeks after the Department of Justice settled an
invasion of privacy lawsuit by Hatfill for over $5 million.
This was one of several lawsuits brought by Hatfill
against the government and media in connection with
the media frenzy surrounding his identification as a
person of interest.> The courts dismissed several libel
suits brought by Hatfill, including one against the New
York Times. According to a letter the Department of
Justice sent to Hatfill’s lawyer, the government
“concluded, based on lab access records, witness
accounts, and other information, that Dr. Hatfill did not
have access to the particular anthrax used in the attacks,
and that he was not involved in the anthrax mailings.*
Some of the most anomalous evidence was easily
explained:



Hatfill had chronic sinus infections for years as a result
of an injury sustained while serving as a volunteer medic in
Africa, and he took Cipro to manage the infection. He never
had access to the BLS-3 lab at USAMRIID, a fact supported
by the lab access records. Also, he completed his doctoral
research but left Africa before receiving his diploma.® In the
end, new scientific methods developed after the attacks and
in conjunction with the case helped to prove Hatfill’s
innocence. In 2007, investigators had used new genetic
methods to determine that a flask of “RMR-1029” Ames
strain anthrax found at USAMRIID was the parent material
for the anthrax spores. According to the Department of
Justice Amerithrax Investigative Summary, investigators
subsequently were able to rule out Hatfill as a suspect
because:

Early in the investigation, it was assumed that
isolates of the Ames strain were accessible to
any individual at USAMRIID with access to the
bio-containment lab. Later in the investigation,
when scientific breakthroughs led investigators
to conclude that RMR-1029 was the parent
material to the anthrax powder used in the
mailings, it was determined that Dr. Hatfill
could not have been the mailer because he never
had access to the particular bio-containment
suites at USAMRIID that held the RMR-1029.
In other words, although Dr. Hatfill had access
to Ames strain anthrax while at USAMRIID, he
never had access to the particular spore-batch
used in the mailings.®

Other scientists at USAMRIID did have access to the
RMR-1029 Ames strain anthrax, but only a very limited
number. Investigators used traditional law enforcement
methods such as interviews, alibi checks, and polygraphs
to rule out all but one suspect: the very scientist who had
developed RMR-1029 and who had been aiding the
investigation from the start, Dr. Bruce Ivins. As
investigators prepared to seek authorization to ask a
federal grand jury to return an indictment charging Dr.
Ivins with Use of a Weapon of Mass Destruction in
violation of Title 18, United States Code 2332a and
related charges, Ivins took a lethal dose of Tylenol and
died on 29 July 2008.7

Investigators indicated that Ivins had motive,
opportunity, and means to commit the crime, in addition to
suffering from severe mental health issues. They found that
Ivins was “under intense personal and professional
pressure” because the anthrax vaccine program to which he
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Flask of RMR-1029 found in lvins’s Lab
SOURCE: Courtesy of the Department of Justice.

had devoted his career was failing. “Short of some major
breakthrough or intervention, he feared that the vaccine
research program was going to be discontinued. Following
the anthrax attacks, his program was suddenly
rejuvenated.”®

Not only had Ivins developed the spore batch for RMR-
1029, laboratory logs indicated that he had spent an
abnormal number of late-night and off-hours in his lab,
where the RMR-1029 was stored along with highly
sophisticated lab equipment capable of creating the anthrax
powder. He was one of “the few researchers nationwide with
the knowledge and ability to create the highly purified
spores used in the mailings”®

In addition, the envelopes used in the mailings were
prestamped envelopes from a batch distributed only to post
offices in Maryland and Virginia. Investigators found that
the “envelopes most similar to those used in the attacks”
were distributed to the Frederick, Maryland, post office that
was only blocks from Ivins’s home. He also took steps to
cover his tracks: he decontaminated his office and failed to
report it; sent nonsensical explanations for the first
inhalation anthrax case to the Centers for Disease Control,
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presumably to throw investigators off his trail; threw out a
book on codes that he may have used to embed codes into
the anthrax letters; and gave the FBI “questionable” samples
of RMR-1029 in order to conceal his activities from
investigators.'?

Investigators also pointed to Ivins's mental health status,
noting his use of alternate identities, his 40-year-long
obsession with the Kappa Kappa Gamma (KKG) sorority
during which he burglarized chapter houses, and his
inability to explain his own suspicious behavior. The task
force found that not only were the anthrax letters sent from
a New Jersey mailbox outside a KKG chapter at Princeton
University, but also Ivins “was unable to provide reasonable
or consistent explanations for his behavior, such as his late
night hours and submission of questionable samples of
RMR-1029!!

Still, given Ivins’s untimely death, and the fact that the
government could not take the case to trial, not everyone
accepted the government’s explanations. Ivins’s lawyers
posthumously defended their client, calling the charges
“heaps of innuendo” and “a total absence of proof that he
committed this crime.”!? Some of his colleagues accused
the government of “hounding an innocent man to
suicide”!* Later, when the government closed the case in
February 2010 and released to the public thousands of
documents related to the case, his colleagues still raised
doubts that he could have perpetrated the crime. In an
email quoted in the documents released by the
government, Ivins posthumously offers his own
explanation for some of his erratic behavior, blaming an
alter ego, “Crazy Bruce, who surfaces periodically as
paranoid, severely depressed and ridden with incredible
anxiety”!*

Over a decade after the attacks, questions still remain. A
2010 report by the National Research Council found that it
“is not possible to reach a definitive conclusion about the
origins of the anthrax in letters mailed to New York City
and Washington, D.C., based solely on the available
scientific evidence.”"® The report specifically calls into
question the RMR-1029 flask, indicating that while the

anthrax in the letters and the flask “share a number of
genetic similarities . . . the committee found that other
possible explanations for the similarities—such as
independent, parallel evolution—were not definitively
explored during the investigation.”!¢ Also, while the RMR-
1029 flask was identified as the “parent material” for the
anthrax in the letters, the National Academy of Sciences’
report indicated that it “was not the immediate source of
spores used in the letters,” noting, “the contents of the New
York and Washington letters had different physical
properties.”!’

The FBI, however, is confident that it found its anthrax
killer. In response to questions about the science behind
the case that were raised by the National Research
Council report, the FBI reiterated the point from the
report “that it was not possible to reach a definitive
conclusion about the origins of the samples based on
science alone,” and added that, even so, “investigators and
prosecutors have long maintained that while science
played a significant role, it was the totality of the
investigative process that ultimately determined the
outcome of the anthrax case”'® Despite ongoing questions
surrounding Ivins’s guilt and the science behind the
investigation, the case remains closed.

KEY TAKEAWAYS

P Chronologies and Timelines are useful tools
for tracking key events and evidence. They help
individual analysts organize their thinking and
provide a transparent framework for groups of
analysts to track the progress of a case. They are
particularly useful for identifying gaps and putting
fast-breaking events in context.

) Use the Premortem Analysis and Structured Self-
Critique to troubleshoot your analysis and avoid
a rush to judgment. The technique will help you
identify assumptions, biases, and evidentiary
inconsistencies that otherwise could undermine the
analysis.
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Structured Analytic Technique Used Heuer and Pherson Page Number Analytic Family
Getting Started Checklist p. 47 Decomposition and Visualization
Key Assumptions Check p. 209 Assessment of Cause and Effect

Devil's Advocacy

p. 260 Challenge Analysis
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Cases in Intelligence Analysis: Structured Analytic Techniques in Action

Instructor Materials

A nalysts are often asked to conduct their analyses under
tight time frames on breaking issues. In situations
where time is of the essence and the pressure to deliver the
analysis to stakeholders is high, the onus is on analysts to
ensure that relevance and accuracy are not sacrificed for
timeliness. The Getting Started Checklist, Key Assumptions
Check, and Devil’s Advocacy are quick and effective
techniques that help analysts to focus on the relevant
questions, consider alternative outcomes, reveal unsupported
assumptions, and troubleshoot their final analysis.

In this case, analysts must contend not only with the
pressure to produce an analytic product quickly, but also
with the insufficiency of the evidence at hand, the presence
of unchallenged assumptions in the initial analytic
judgment, and the need for information sharing and
collection with other stakeholders. Each of the techniques
utilizes a different approach to troubleshoot these aspects of
the analysis. Once analysts have uncovered one or two
deficiencies with the initial judgment, they may be tempted
to address only these and move on. The presence of three
techniques that emphasize different aspects of the analysis
encourages analysts to overcome this temptation by
thoroughly examining the problem through various prisms
afforded by the techniques. The result is a much more
nuanced and thorough understanding of the problem,
impact, stakeholders, underlying assumptions, information
gaps, and evidentiary base.

TECHNIQUE 1: GETTING STARTED CHECKLIST

Getting off to the right start is key to any successful analy-
sis. The Getting Started Checklist can help to explicate

important aspects regarding the audience, central analytic
question, evidentiary base, alternative explanations, and
other resources that could be brought to bear on the prob-
lem. By getting these fundamentals correct at the start of a
project, analysts can avoid having to change course later on.
This groundwork can save time and greatly improve the
quality of the final product.

Task 1.

Put yourself in the shoes of the Illinois Statewide Terrorism
and Intelligence Center analysts who have just learned
about the pump incident at the Curran-Gardner water
plant. Use the following Getting Started Checklist questions
to launch your analysis:

What has prompted the need for the analysis? For
example, was it a news report, a new intelligence report, a
new development, a perception of change, or a customer
request?

This analysis was prompted by a new development on
the basis of a report by Curran-Gardner to the EPA. The
fusion center is responsible for analysis and information
sharing with federal, state, local, tribal, and industry
stakeholders.

What is the key question that needs to be answered?
What caused the pump to fail?

Why is this issue important, and how can analysis
make a meaningful contribution?

This issue is important because one possible explanation
is that the supervisory control and data acquisition
(SCADA) system has been remotely accessed and controlled
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via a foreign-based IP address. The implications of this are
far-reaching because it would be the first such reported
incident and could signal a new trend in activity that could
have reverberations across not only the water sector, but
also other sectors that utilize industrial control systems.

Has your organization or any other organization
ever answered this question or a similar question before,
and, if so, what was said? To whom was this analysis
delivered, and what has changed since that time?

This is a first for the water sector and for US
infrastructure, but there have been other instances, such as
in Australia, in which an insider has compromised a waste
water system.

Who are the principal customers? Are these
customers’ needs well understood? If not, try to gain a
better understanding of their needs and the style of the
reporting they like.

The customer set includes federal, state, and local
officials, as well as industry. At the federal level, interest will
be high because of the possible implications of such an attack
for other types of infrastructure, the broader economic
impact, and the potential national security implications. At
the state and local level, interests will center on the
implications for the water customers and the economic
effects. Industry will be interested in all of these issues.

Sivs A Are there other stakeholders who would have an
interest in the answer to this question? Who might see the
issue from a different perspective and prefer that a different
question be answered? Consider meeting with others who
see the question from a different perspective.

At the federal level, DHS Cyber Emergency Response
Team (CERT) is an important resource for cyberforensics.
At the industry level, the WaterISAC may have expertise
that could be brought to bear. The Curran-Gardner
employees and contract staff may also be able to provide
more context for analysts regarding the timing, location,
pump type, and SCADA system logs.

From your first impressions, what are all the
possible answers to this question? For example, what
alternative explanations or outcomes should be considered
before making an analytic judgment on the issue?

While the initial reports suggest that a hacker caused the
pump failure, other possible explanations could include a
cyber-savvy insider or a mechanical failure.

Depending on responses to the previous questions,
consider rewording the key question. Consider adding
subordinate or supplemental questions.

What is the most likely cause of the pump failure?

What does the range of possible causes mean for Curran-
Gardner’s customers?

What does it mean for industrial control system security
more broadly?

Generate a list of potential sources or streams of
reporting to be explored.

) Curran-Gardner staff and contractors
) WaterISAC
) DHS CERT

) Previous reporting on tests, experiments, known
intrusions for other sectors

Reach out and tap into the experience and
expertise of analysts in other organizations—both within
and outside government—who are knowledgeable on this
topic. For example, call a meeting or conduct a virtual
meeting to brainstorm relevant evidence and to develop a
list of alternative hypotheses, driving forces, key indicators,
or important players.

Consider convening a teleconference with DHS CERT,
the WaterISAC, and knowledgeable Intelligence Community
professionals who may be able to help provide context about
the threat environment, suggest new sources of information,
or brainstorm possible hypotheses or driving forces.

SN GN (RN 0N ) 5 How do the answers to the
questions listed affect the prevailing judgment that the
pump failure was caused by a Russian-based intrusion
using stolen SCADA system log-on credentials? The
Getting Started Checklist suggests that more work is needed
before publication, such as reaching out to knowledgeable
stakeholders in industry and government who may have
relevant knowledge or expertise, seeking additional infor-
mation about the incident from Curran-Gardner employees
and contract staff, and more closely examining other possi-
ble explanations for the pump failure.

TECHNIQUE 2: KEY ASSUMPTIONS CHECK

The Key Assumptions Check is a systematic effort to make
explicit and question the assumptions that guide an analyst’s



interpretation of evidence and reasoning about any par-
ticular problem. Assumptions are usually a necessary and
unavoidable means of filling gaps in the incomplete,
ambiguous, and sometimes deceptive information with
which the analyst must work. They are driven by the ana-
lyst’s education, training, and experience, including the cul-
tural and organizational contexts in which the analyst lives
and works. It can be difficult to identify assumptions,
because many are sociocultural beliefs that are uncon-
sciously or so firmly held that they are assumed to be truth
and not subject to challenge. Nonetheless, identifying key
assumptions and assessing the overall impact should they
be invalid are critical parts of a robust analytic process.

Task 2.

Conduct a Key Assumptions Check of the prevailing judg-
ment that the pump failure was caused by a Russian-based
intrusion using stolen SCADA system log-on credentials.

Gather a small group of individuals who are
working on the issue along with a few “outsiders” The
primary analytic unit already is working from an established
mental model, so the “outsiders” are needed to bring other
perspectives.

Ideally, participants should be asked to bring a list
of assumptions when they come to the meeting. If not, start
the meeting with a silent brainstorming session. Ask each
participant to write down several assumptions on 3 x 5
cards.

Collect the cards and list the assumptions on a
whiteboard for all to see. A simple template can be used, as

shown in Table 3.2.
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Elicit additional assumptions. Work from the
prevailing analytic line back to the key arguments that
support it. Use various devices to help prod participants’
thinking. Ask the standard journalistic questions: Who?
What? How? When? Where? and Why?

Phrases such as “will always,” “will never;” or “would have
to be” suggest that an idea is not being challenged and perhaps
should be. Phrases such as “based on” or “generally the case”
usually suggest that a challengeable assumption is being made.

After identifying a full set of assumptions,
critically examine each assumption. Ask:
P Why am I confident that this assumption is correct?

b In what circumstances might this assumption be
untrue?

» Could it have been true in the past but no longer be
true today?

) How much confidence do I have that this assumption
is valid?

) If the assumption turns out to be invalid, how much
impact would this have on the analysis?

Using Table 3.2, place each assumption in one of
three categories:

1. Basically supported
2. Correct with some caveats
3. Unsupported or questionable—the “key

uncertainties”

Refine the list, deleting those assumptions that do
not hold up to scrutiny and adding new assumptions that
emerge from the discussion.

Table 3.2 p Key Assumptions Check Template

Key Assumption Commentary

With Caveat Unsupported
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Table 3.3 P Cyber H,0 Key Assumptions Check Example

With Caveat

Key Assumption Commentary Supported Unsupported

The pump failure was a result
of a computer network attack
originating in Russia.

There are other possible explanations for the X
failure that do not include a computer network

attack originating in Russia, such as an insider or

a mechanical failure. There is no direct reporting

that indicates the failure was a result of an attack.

The Russian IP address and
user log-on in the SCADA log
indicate that the hacker used
stolen log-on credentials.

The Russian IP address simply indicates that it X
was the last IP address used to access the system.

Hackers based somewhere else could have

bounced off the IP address in order to obfuscate

their true location. This person could be not only

a Russian-based hacker, but also a computer-

savvy insider who used his or her own log-on

credentials, or someone based in a third country

who stole the credentials.

The information reported to the
EPA is a sufficient basis to rule
out other possible causes.

The information reported to the EPA is a starting X
point, but we cannot assume that this information
is accurate or exhaustive at this point.

Consider whether key uncertainties should be
converted into collection requirements or research
topics.

EXOYETTRTTRTHNTIIN What impact could unsup-

ported assumptions have on your analysis of the pump
failure? How confident are you in your analysis of the
cause of the failure? All of the unsupported assumptions
could have an impact on the original analysis of the pump
failure (see Table 3.3). Most important, the assumption that
the SCADA system log-on information indicates a Russian-
based intrusion using stolen credentials is particularly per-
ilous because there are a number of other possible
explanations for the activity. All of the unsupported
assumptions should, therefore, be treated as collection
requirements prior to publication; or, at the very least, the
analysis should be amended to reflect these uncertainties.

TECHNIQUE 3: DEVIL'S ADVOCACY

Devil’s Advocacy can be used to critique a proposed ana-
lytic judgment, plan, or decision. Devil's Advocacy is often
used before a final decision is made, when a policy maker
or military commander asks for an analysis of what could
go wrong. The Devil’s Advocate builds the strongest pos-
sible case against the proposed decision or analytic judg-
ment, often by examining critical assumptions and
sources of uncertainty, among other issues.

Task 3.

Build the strongest possible case against the prevailing judg-
ment that the pump failure was caused by a Russian-based
intrusion using stolen SCADA system log-on credentials.

Although there is no prescribed procedure for a
Devil’s Advocacy, begin with the analytic judgment,
assumptions, and gaps. These can serve as a useful starting
point from which to build the case against the original
judgment that the pump failure was caused by a Russian-based
intrusion using stolen SCADA system log-on credentials.
Next, build a logical argument that undermines each goal.

It is too early to conclude that the pump failure was
caused by a Russian-based intrusion using stolen SCADA
system log-on credentials. The basis for the judgment is an
unsupported assumption that the so-called attack originated
in Russia and was conducted using stolen log-on
credentials. While previous government- and industry-
sponsored experiments have demonstrated this capability
on the part of hackers, we cannot rule out other possible
explanations at this time. Barring further investigation and
collection of information from the site of the pump failure
and US government cyberforensic specialists, it is just as
likely that the cause of the failure is attributable to an
insider or a simple equipment malfunction.

O BG VRN R0 N0 Which issues could undermine
the analysis, and why? Unsupported assumptions and



critical information gaps raise the level of uncertainty about
the initial analysis. Given that a case can be made that
undermines this initial analysis even in the absence of
additional information, analysts should reserve judgment or
caveat their analysis to reflect the deep level of uncertainty
about the cause of the pump failure. Using the results of the
Devil’s Advocacy, analysts can create a collection
requirements list that would help them to rule out other
causes. Doing so could help raise or lower the level of
uncertainty about the actual cause of the pump failure.

CONCLUSION

On 10 November 2012, just two days after the pump failure
at the Curran-Gardner plant, the Illinois Statewide
Terrorism and Intelligence Center issued a Daily
Intelligence Notes report entitled “Public Water District
Cyber Intrusion.” The report “detailed initial findings of
anomalous behavior in a supervisory control and data
acquisition (SCADA) system at a Central Illinois public
water district” This report also alleged a malicious cyber
intrusion from an IP address located in Russia that caused
the SCADA system to power on and off, resulting in a water
pump to burn out.! Joe Weiss, a well-known computer engi-
neer, broke the story when he posted information about the
report on his blog and spoke to press outlets, warning,
“there very easily could be other utilities as we speak who
have their networks compromised.”® The media reported
the failure as the first-ever US SCADA system attack, akin
to the Stuxnet attack that targeted the industrial control sys-
tem at Iran’s Bushehr nuclear power plant. Within two
weeks, and after intense scrutiny by the media, the
Department of Homeland Security (DHS), Federal Bureau
of Investigation (FBI), and water sector stakeholders, how-
ever, DHS reported that the pump had failed “because of
physical and mechanical issues over a period of time rather
than from a cyber attack”

During the two-day period between the initial pump
failure and the publication of the fusion center report, the
failure to challenge faulty assumptions and missed
opportunities to share and corroborate information seem to
have produced a perfect storm. When the pump failed, a
Curran-Gardner employee requested help from a computer
repairman, who subsequently reviewed the SCADA system
logs and noted that the system had been remotely accessed
by a system username via a Russian IP address during the
preceding months. Curran-Gardner reported the
information to the Environmental Protection Agency,
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which is the lead sector-specific agency, and the information
made its way to the Illinois Statewide Terrorism and
Intelligence Center. The fusion center, just two days later,
released the report, indicating that the event was caused by
a Russian-based intrusion using stolen SCADA system
log-on credentials.* It is unclear whether the Curran-
Gardner employee, the computer repairman, or the fusion
center made the judgment that the failure was linked to the
remote access from Russia, and that this represented an
intrusion using stolen credentials.

The DHS computer forensic specialists at the CERT
learned about the incident a week later, on 16 November.®
Upon subsequent on-site analysis of the logs, CERT “could
not validate the claims made in the report,” according to a
joint DHS-FBI statement that was issued on 22 November.®
The user whose username appeared in the log alongside the
Russian IP address and who was an employee of the SCADA
system maintenance company used by Curran-Gardner was
not consulted. The user, Jim Mimlitz, later told a popular
technology magazine, “I could have straightened it up with
just one phone call”” Mimlitz was on vacation in Russia in
June 2011 when he received a cell phone call asking him to
examine the SCADA computer at Curran-Gardner. He did
so using remote access from Russia, and again on a flight
layover in Germany. The so-called account breach was
actually the user himself. After reading about the intrusion
in the press, Mimlitz realized what had happened. He
worked with the CERT team to scour the logs and found that
all indications pointed to an electromechanical problem as
the source of the pump failure, not a SCADA system
problem. In addition, Mimlitz told the press that the system
instability, or “glitches” noted by the plant in the months
preceding the problem, were actually due to the age of the
system and modifications that had been made a year earlier
by another contractor.?

On 22 November, the industry-run WaterISAC released
a bulletin stating, “after detailed analysis, DHS and FBI have
found no evidence of a cyber intrusion into the SCADA
system of the Curran-Gardner Public Water District in
Springfield”® In an ICS-CERT Information Bulletin
released on 23 November, the DHS and FBI confirmed:

In addition, there is no evidence to support claims made
in the initial Illinois STIC report—which was based on
raw, unconfirmed data and subsequently leaked to the
media—that any credentials were stolen, or that the ven-
dor was involved in any malicious activity that led to a
pump failure at the water plant. In addition, DHS and
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the FBI have concluded that there was no malicious or
unauthorized traffic from Russia or any foreign entities,
as previously reported.!?

Luckily for Curran-Gardner’s 2,000 customers, the
ICS-CERT bulletin also noted, “At no time were there any
impacts to customers served by the water district due to the
pump failure”!!

KEY TAKEAWAYS

b Before you write, use the Getting Started Checklist
to ensure that you have fully considered the
question, alternative explanations, assumptions,

gaps, evidentiary base, and stakeholders to be
consulted. Doing so can save time and lead to a more
productive and thorough analysis.

b A Key Assumptions Check is a vital part of any
analysis. Use it not only to identify unsupported
assumptions, but also to explore how changes in
your assumptions could affect your bottom-line
judgments. A Key Assumptions Check will also help
you identify what information is needed to raise or
lower your confidence in in your analysis.

P When the stakes are high, but time is short, use
Devil’s Advocacy as a quick and effective way to find
holes in your logic or judgments that are not well
supported by the facts.
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Structured Analytic Technique Used

Table 4.1 ) Case Snapshot: Is Wen Ho Lee a Spy?

Heuer and Pherson Page Number Analytic Family

Force Field Analysis p. 304 Decision Support

Deception Detection p. 198 Hypothesis Generation and Testing

Premortem Analysis p. 240 Challenge Analysis
Structured Self-Critique p. 245 Challenge Analysis

4 Is Wen Ho Lee a Spy?

Cases in Intelligence Analysis: Structured Analytic Techniques in Action

Instructor Materials

sing this case, analysts can build a good argument
U that Wen Ho Lee is a spy. They can also build a good
argument that he is not a spy. This case illustrates how
important it is for analysts to consider all the data, not
simply build a case to suit their perspective. The techniques
in this case help analysts evaluate both sides of the argument
about Wen Ho Lee’s activities, dig deeper into the possibility
of deception surrounding a key piece of evidence—the
walk-in document—that catalyzed the case again him, and
troubleshoot their final analysis by conducting a Premortem
Analysis. This combination of techniques helps analysts
identify important assumptions, gaps, and avenues for
further research that can improve the overall rigor of their
analysis and avoid the temptation to “go with their gut,
especially when doing so can have such significant

consequences.

TECHNIQUE 1: FORCE FIELD ANALYSIS

A Force Field Analysis helps analysts identify and assess all
of the forces and factors for and against an outcome and
avoid premature or unwarranted focus only on one side of
the analysis. It is particularly helpful at the beginning of a
project or investigation as a tool to sort and consider all evi-
dence as an evidentiary base is amassed. Furthermore, the
weighting mechanism allows analysts to more easily iden-
tify the strongest and weakest forces or factors and recom-
mend strategies to reduce or strengthen the effect of forces
that support or work toward a given outcome.

In this case, investigators amassed a long list of counts
against Wen Ho Lee, but Lee pled guilty to—and was
convicted of—only one relatively minor count of
mishandling a controlled document. Many observers

questioned the government’s case; the government
remained solid in its conviction that Wen Ho Lee was a spy.
A Force Field Analysis helps to illuminate both sides of the

case.

Task 1.

Conduct a Force Field Analysis of the arguments for and
against Wen Ho Lee being guilty of passing nuclear secrets
to China.

Define the problem, goal, or change clearly and
concisely.

Use form of brainstorming to identify the main
factors that will influence the issue.

Two key considerations would be Wen Ho Lee’s ethnic
loyalty to China and a history of interactions—some of
them unreported—with Chinese scientists. Note, however,
that Lee was of Taiwanese descent, and this could influence
how he views his relationship with the mainland. Some
would argue that Hu Side’s hug of Lee and praise for Lee’s
help indicated that Lee was providing valuable information
to the Chinese. However, if Lee had been a clandestine
source, it is unlikely that the Chinese government would
have wanted to draw undue attention to its relationship
with Lee.

Another key factor is the lack of any hard evidence of
espionage; Lee was never observed providing any materials
to the Chinese, nor was he overheard revealing any secrets.
Lee and his wife served as informants for the FBI. Some
would argue this proved his loyalty, while others would say
he was operating as a double agent and that serving as an
informant provided him with a good feedback channel.
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There is no doubt that Lee moved large quantities of data
from a classified computer to an unclassified computer. The
question is why. Was he told to archive the data? Was he
afraid of losing his job and did he want to keep a copy of his
“notes”? Did he put the data on tape drives to pass to the
Chinese? Although Lee requested remote access to a
classified system while in Taiwan, he did not do so
surreptitiously. Some would point to his questionable
security practices as evidence that he was trying to conceal
clandestine activities; others would point out that he was
simply absentminded.

The case study does not include information about Lee’s
financial situation or whether his colleagues at the lab
exhibited similar behavior and security lapses. Neither does
the case contain any information about Wen Ho Lee’s
attitude toward the management at Los Alamos National
Laboratory (LANL) nor whether he felt denied opportunity
or otherwise disadvantaged. These potential driving forces
would be topics of investigation and analysis and at the very
least represent gaps that should be discussed.

Make one list showing the strongest arguments
supporting Wen Ho Lee’s innocence and another list
showing the strongest arguments showing his guilt.

Array the lists in a table like Table 4.2 in the book.
Table 4.5 shows an example response.

Assign a value to each factor or argument for and
against to indicate its strength. Assign the weakest-intensity
scores a value of 1 and the strongest a value of 5. The same
intensity score can be assigned to more than one factor if
you consider the factors equal in strength.

Siead G Calculate a total score for each list to determine
whether the arguments for or against are dominant.

In this case, the total points arguing for his guilt are 17
and for innocence are 20. It should be noted that this does
not necessarily mean that he is innocent. If other factors
are added to the “Arguments For” column, the overall
score would increase. For this reason, it is important to
maintain some balance in terms of how many factors are
included on each list. In some cases, even one factor could
make the case compelling, for example, if Wen Ho Lee had
confessed that he had committed espionage when being
interrogated.

Examine the two lists to determine whether any of
the factors balance each other out.

In addition to the Hu Side hug, the question of Lee’s
loyalties to China or Taiwan balance out. Our assessment
might change if we had additional information that Lee was
observed making public anti-China statements or,
contrarily, that most of his family still resided on the
mainland and he maintained close ties to them.

Table 4.5 P Wen Ho Lee Force Field Analysis Example
Issue: Wen Ho Lee Is a Chinese Spy
Arguments For Arguments Against
3 China targets ethnic Chinese Americans. Lee is Taiwanese American. 3
4 Frequent contacts with high-level Chinese nuclear scientists.  Lee and his wife were FBI informants. 4
2 Did not report contacts with Chinese; failed to get clearance ~ No evidence that Lee passed any documents or tapes to China. 5
to pass an unclassified document to the Taiwanese.
2 Tried to get remote access via the help desk to a classified Chinese able to obtain most information from unclassified 3
computer network while in Taiwan. sources.
3 When visiting LANL, Hu Side hugged Lee and thanked him When visiting LANL, Hu Side hugged Lee and thanked him for 3
for his help. his help.
3 Lee took the PARD data on the tapes home. Lee was asked to archive the data. 2
? Financial trouble?
Total Total
17 20




Analyze the lists to determine how changes in
factors might affect the overall outcome. If the technique is
being used as a decision tool, devise a manageable course of
action to strengthen those forces that lead to the preferred
outcome and weaken the forces that would hinder the
desired outcome.

What are the strongest

arguments for and against Lee’s guilt in your analysis of
the issue? Do any factors deserve further investigation?
Have you identified any information gaps that should
be further investigated? Strong arguments can be made
both for and against Wen Ho Lee’s guilt. The US
government was unable to substantiate a case that he
committed espionage, but some of his behavior (like going
home to erase computer documents) suggested that he
was feeling guilty about or afraid of something. Viable
alternative explanations for Wen Ho Lee’s behavior include
that he was:

b Simply a sloppy scientist, just like his peers at the lab
who often overlook security regulations because they
are too focused on their research.

b Part of a “soft spy” network that provided
unclassified information to the Chinese but never
engaged in espionage.

b Afraid of losing his job and wanted to retain access to
files that documented his research activities should
they prove useful in a new job.

b Dutifully archiving records as instructed, needing
to move the files from a classified to an unclassified
system because the classified system did not have any
tape drives.

In this case, several key information gaps can be identified
that would help investigators resolve the case, including
Lee’s financial situation and any evidence of unexplained
wealth, whether his security lapses were serious breaches
or similar to the behavior of most of his colleagues, exactly
what materials were downloaded from the classified system,
and the extent of his ties to mainland China.

TECHNIQUE 2: DECEPTION DETECTION

Analysts should routinely consider the possibility that
adversaries are attempting to mislead them or to hide
important information. The possibility of deception cannot
be rejected simply because there is no evidence of it; if
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deception is well done, one should not expect to see evi-
dence of it. There are, however, some indicators that should
alert analysts that they may be the targets of deception, such
as the timing of reporting or the bona fides of a source, or
when there are known and potentially serious consequences
if the source is believed.

For illustrative purposes, we have focused this Deception
Detection example on the provenance of the walk-in
document that catalyzed the case. The same process,
however, could be used to examine the possibility of
deception surrounding any of the actors or evidence in the
case.

Task 2.

Use Deception Detection to determine whether deception
may be occurring in the case of Wen Ho Lee.

Using Table 4.3 in the book as your guide,
determine whether Deception Detection should be
conducted. Assuming that the United States and the FBI
would be the target, who would be the most likely
perpetrators of deception? If a case can be made that
someone may have a motive to deceive, state this as a
hypothesis to be proved or disproved. Note which indicators
best apply to this case. Table 4.6 shows a sample response.

Table 4.6 p When to Use Deception Detection:
The Wen Ho Lee Case

Analysts should be concerned
about the possibility of
deception when:

Information suggesting
indicators may be true:

The potential deceiver has a
history of conducting deception.

China has a long-standing
tradition of deploying deception.

Key information is received at a
critical time, that is, when either
the recipient or the potential
deceiver has a great deal to
gain or to lose.

China could have planted the
walk-in to throw the United
States off the scent of a more
valued intelligence source. It
probably knew an investigation
was underway.

The FBI and the CIA questioned
the bona fides of the walk-in.

Information is received from a
source whose bona fides are
questionable.

The W-88 sketch was viewed as
a critical piece of evidence by
Notra Trulock.

Analysis hinges on a single
critical piece of information or
reporting.

(Continued)
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Table 4.6 p When to Use Deception Detection:
The Wen Ho Lee Case (Continued)

Analysts should be concerned
about the possibility of
deception when:

Accepting new information
would require the analyst to
alter a key assumption or key
judgment.

Accepting the new information
would cause the Intelligence
Community, the US government,
or the client to expend or divert
significant resources.

The potential deceiver may
have a feedback channel that
illuminates whether and how
the deception information is
being processed and to what
effect.

Information suggesting
indicators may be true:

Analysts may have assumed
prior to the walk-in that the
Chinese could have received
help from the Russians or could
have developed the warhead
on their own. The walk-in
information would lead them
to consider an espionage
hypothesis more seriously.

The walk-in information
prompted both the Department
of Energy and the FBI to
expend substantial resources
investigating LANL and Wen
Ho Lee.

The Chinese almost certainly
have other sources at DOE and
the National Labs—or people
in contact with employees
there—who could report that
an investigation was underway.

Consider Motive, Opportunity, and Means; Past
Opposition Practices; Manipulability of Sources; and
Evaluation of Evidence for the potential deceiver. Use the
templates and questions in Table 4.4 in the book as your
guide. Table 4.7 shows an example response.

When discussing Past Opposition Practices (POP), the
question sometimes arises as to whether others besides the
Chinese should be considered adversaries. For example,
could the adversary be the Taiwanese or Wen Ho Lee
himself? It is a good question and should prompt a useful
discussion. The fact that such questions arise demonstrates
the value of using structured techniques, which help the
analyst think critically about the issue, sometimes outside
the context of the specific question at hand.

VNGB N 0880050 Summarize the results of all
four matrices in terms of whether they tend to prove or
disprove the deception hypothesis. Did the technique
expose any embedded assumptions or critical gaps that
need to be examined more critically?

Task 3.

Assess whether the overall potential for deception is an
insignificant threat, a possibility but one with no significant
policy or resource implications, or a serious concern that
merits attention and warrants further investigation.

A relatively strong case can be made here to consider the
possibility of a deception operation. Further investigation is
warranted, and any final analysis should await the outcome
of that investigation.

TECHNIQUE 3: PREMORTEM ANALYSIS
AND STRUCTURED SELF-CRITIQUE

The goals of these techniques! is to challenge—actively and
explicitly—an established mental model or analytic consensus

Motive: What are the goals and motives of the
potential deceiver?

Channels: What means are available to the
potential deceiver to feed information to us?

Risks: What consequences would the adversary
suffer if such a deception were revealed?

Table 4.7 p Wen Ho Lee Deception Detection Example

Motive, Opportunity, and Means (MOM)

D To protect a real or more productive spy by casting suspicion on someone else, namely
Wen Ho Lee.

D To get rid of Wen Ho Lee if he was becoming a troublesome source.

P To confuse any investigation while continuing to procure valuable intelligence.

» Double agents feeding information to a known intelligence organization such as the FBI or
the CIA.

» Providing the US government with “authentic” documentation through a walk-in, for
example, a report with drawings that contained more than public information.

» Participating in routine scientific exchanges with national lab personnel.

D Possible loss of scientific exchanges.
P The discovery of informant networks in labs.

» The “real” source becoming frightened and no longer cooperating.
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Table 4.7 P (Continued)

Costs: Would the potential deceiver need to
sacrifice sensitive information to establish the
credibility of the deception channel?

Feedback: Does the potential deceiver have a
feedback mechanism to monitor the impact of
the deception operation?

Does the adversary have a history of engaging
in deception?

Does the current circumstance fit the pattern of
past deceptions?

If not, are there other historical precedents?

If not, are there changed circumstances that
would explain the use of this form of deception
at this time?

Is the source vulnerable to control or
manipulation by the potential deceiver?

What is the basis for judging the source to be
reliable?

Does the source have direct access or only
indirect access to the information?

How good is the source’s track record of
reporting?

Does the source have personal reasons for
providing faulty information, for example, to
please the collector, promote a personal agenda,
or gain more revenue? Or could a well-meaning
source just be naive?

How accurate is the source’s reporting? Has the
whole chain of evidence, including translations,
been checked?

Does the critical evidence check out? Remember,
the subsource can be more critical than the source.

Does evidence from one source of reporting
(e.g., human intelligence) conflict with that
coming from another source (e.g., signals
intelligence or open source reporting)?

Do other sources of information provide
corroborating evidence?

» Not really—much information publicly available.

» Engineering “flaws” in document could be deliberate.

D Scientific delegations making inquiries.
» Social conversation with lab personnel.
» Wen Ho Lee himself.

» Other sources throughout the scientific community and working in the national labs and
the US government.

Past Opposition Practices (POP)

» Classic Chinese military doctrine espouses deception.

» China has history of recruiting ethnic Chinese to give it information inadvertently or by
revealing unclassified information that, when added up, yields valuable insights but does
not provide grounds for a prosecution.

» The entire system of Chinese intelligence gathering offers deniability or the option of cast-
ing suspicion on multiple actors.

Manipulability of Sources (MOSES)

» No information about the source’s background; not a recruited asset.

» The walk-in probably has relatives on the mainland.

» Only basis is the actual documentation provided, but that could be part of the deception
operation.

D Little information about the access or background of the source; not a recruited source.

» Source is a walk-in and has no previous track record.

» Unlikely the source would be trying to please the collector or obtain more revenue because
there is no established relationship between the source and the collector; it is feasible,
however, that the source may have been promoting a personal agenda.

Evaluation of Evidence (EVE)

D Shows a high level of detail but not entirely consistent with what we know Wen Ho Lee to
have worked on.

D Care was taken to translate the documents well; the sketches speak for themselves.

» The sketches could be authentic; they reveal a convincing level of detail.

D No other sources of information to collaborate what was provided by the walk-in. No
conflicts but also no independent collaboration.

» No other sources of information to collaborate what was provided by the walk-in. No
conflicts but also no independent collaboration.
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in order to broaden the range of possible explanations or
estimates that are seriously considered. This process helps
reduce the risk of analytic failure by identifying and analyzing
the features of a potential failure before it occurs.

Task 4.

Conduct a Premortem Analysis and Structured Self-
Critique of the reigning view in the case study that Wen Ho
Lee passed nuclear secrets to the People’s Republic of China.

Imagine that a period of time has passed since you
concluded that Wen Ho Lee was guilty of espionage. You
suddenly learn from an unimpeachable source that the
judgment was wrong. Then imagine what could have
happened to cause the analysis to be wrong.

The first two steps comprise the Premortem Analysis.
This right-brain-led, creative brainstorming process asks
analysts to imagine a future in which they have been proved
wrong and work backward to try to identify the possible
causes. In essence, they are identifying the weak links in
their analysis in order to avoid these potential pitfalls prior
to publishing the analysis or, in this case, bringing a case to
prosecution. Most analysts are more left brained than right
brained, which often makes imagination techniques like
brainstorming challenging. However, when coupled with
the Structured Self-Critique, the systematic, left-brained
checklist that comprises steps three through eight,
brainstorming can be the first step toward identifying
sometimes fatal analytic flaws. It is important to encourage
students to be as creative as possible when brainstorming,
keeping all ideas in play.

In this case, a brainstorming session might prompt
students to consider the following:

b Was Wen Ho Lee’s behavior any different than that
of his colleagues? For example, were his security
indiscretions atypical, or did his colleagues often act
in the same way, forgetting to report meetings or
revealing controlled but not classified information to
foreign nationals without permission?

P Was it suspicious or insignificant that Wen Ho Lee
entered the lab at 3:30 a.m. Christmas Eve? Was he a
Christian who celebrated Christmas? Did he and his
colleagues often work late hours?

P Was Wen Ho Lee a member of a broader network
that was exploited by Chinese intelligence but did not
provide any actual secret information to the Chinese?
If so, who else might be in this network? Who else

attended the conferences in China along with Wen
Ho Lee?

Use a brainstorming technique to identify
alternative hypotheses that might explain Wen Ho Lee’s
pattern of behavior. Keep track of these hypotheses.

In this case, students might identify a number of
alternative explanations that could be consistent with Wen
Ho Lee’s known activities. They could include alternative
hypotheses that Wen Ho Lee was:

b Simply a sloppy scientist, just like his peers at the lab
who often overlook security regulations because the